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Question Response:
12310 When accessing cardnolder data via remote-access

technologies, does the policy specifythe prohibition of copy,

‘move, and storage of cardholder data onto local hard drives
‘andremovable electronic media?

Dothe securitypolicy and procedures clearly define information
securty responsibilties for all employees and contractors?

‘Are the following information security management responsibilies
assignedto an individual orteam?

1251 Establishing, documerting, and distributing securty policies
and procedures?

1252 Monitoring and analyzing security alerts and information, and

distibuting to appropriate personnel?

1253 Establishing, documenting, and distributing securtyincident
response and escalation procedures to ensure timely and
sffective handling o allituations?

1254 Administering user accounts, including additions, deletions,
‘andmodifications?

1255 Monitoring and controlling al access to data?

Is aformal security awareness program in place to make all

‘employees aware of the importance of cardholder data security?
1264 Areemployess educated upon hire and atleastannually?
1262 Areemployees requiredto acknowledge atleast annually

thatthey have read and understoodthe company's security
policy and procedures?

‘Are potential employees (see definition of “employee” at9 2 above)

screened priorto hireto minimize the risk of atacks from intemal
sources?

Forthose employees such as store cashiers who only have access

toone card numberat a time when facilitating a transaction, this
requirementis a recommendation only.

f cardnolder datais shared with sevice providers, are policies and
procedures maintained and implementedto manage service.
providers, and do the policies and procedures include the.
following?

1281 Alistof service providers is maintained

1282 Awriten agrsementis maintainedthatincludes an
‘acknowledgementihatthe service providers are responsible
forthe security of cardholder data the service providers
possess

Yes
o
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Question Response:

Is a security policy established, published, maintained, and
disseminated, and does it accomplish the following

1214
1212

1213

Addresses all PCIDSS requirements?

Includes an annual process to dentify threats and
vulnerabiliies, and which results in aformal isk
assessment?

Includes areview at least once a year and updates when he.
‘environment changes?

‘Are daily operational security procedures developed hatare

‘consistentwith requirements inthis specification (for example, user

‘account maintenance procedures, and log review procedures)?

() Are usage policies for critical employee-facingtechnologies for

‘example, remote-access technologies, wireless technologies,
removable slectronic media, laptops, personal data/digial
assistants [PDAS], e-mail, and Internet usage) developedto
define proper use of thess technologies for al employees and
contractors?

(b) Dothese usage policies require the following?

1231
1232
1233
1234

1235
1236
1237
1238

1239

Explictmanagementapproval?
‘Authentication foruse of the technology?
Alist of all such devices and personnel with access?

Labeling of devices with owner, contactinformation, and
purpose?

Acceptable uses of the technologies?
‘Acceptable network locations forthe technologies?
Listof company-approved products?

Automatic disconnectof sessions for remote-access
technologies after a specific period of inactvity?
‘Activation of remote-access technologies for vendors only

‘when needed by vendors, with immediate deacivation after
use?

oo of

o
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[image: image19.png](a) Areintrusion-detection systems and/or intrusion-prevention
systems used to monitor all rafficin the cardnolder data
‘environment and alert personnel o suspected compromises?

(b) Are allintrusion-detection and prevention engines keptup-to-
date?

(a) Is file-integrity monitoring software deployed o alertpersonnel
tounauthorized modification of citcal systemfiles,
configuration iles,or contentfiles; and

(b) Is the software configuredto perform critcal file comparisons at
leastweekly?
Note: For file-integrity monitoring purposes,criticalfles are.
usuallythose thatdo not regulariy change, butthe modification
ofwhich couldindicate a system compromise orrisk of
‘compromise. File-integrity monitoring products usually come.
‘re-configured with crical fles forthe related operating
system. Other critcal fles, such as those for custom
‘applications, mustbe evaluated and defined by the entiy (that
Isthe merchantor service provider).




[image: image20.png]Question Response:
s the presence of wireless access points testedfor by using a

wireless analyzer atleast quarterly o by deploying a wireless
IDSIIPS to identify all wirsiess devices in use?

‘Aveinternal and extemal network vulnerabilty scans un at least
‘quarterly and after any significant change in the network (such as
new system componentinstallations, changes innetwork topology.
firewallrule modifications, productupgrades)?

Note: Quarterly external vuinerability scans mustbe performed by
‘an Approved Scanning Vendor (ASV) qualified by Payment Card
Industry Security Standards Council(FCI SSC). Scans conducted
afternetworkchanges may be performed by the company's intemal
staft

(a) Is external and intemal penetration testing performed atleast
once ayear and after any significant infrastructure or
‘application upgrade ormodification (such as an operating
system upgrade, a sub-network added o the environment, ora
web server addedto the environment)?

(b) Dothese penetrationtests include the following:

1131 Network-layerpenetrationtests?
1132 Application-layer penetration tests?

OB
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Introduction

What follows is a general guide to help you complete your SAQ (Self-Assessment Questionnaire) D and validate your compliance with PCI DSS (Payment Card Industry Data Security Standard).  This guide will outline all of the questions necessary to validate this compliance and help you satisfy the SAQ (Self-Assessment Questionnaire) D distinction.

For each question in the SAQ D this document will provide a general explanation(s) and illustrations where appropriate.  The overriding theme of this guide is to be just that, a guide towards PCI validation.  There are multiple questions that are very technical and therefore, it is recommended that you have a system administrator available to assist you in completing your SAQ.
Defining an SAQ D Merchant

If you are an SAQ D merchant then you use a payment application system that is connected to the internet and you store cardholder data in your system(s).  

Requirements for SAQ D
There are 12 total requirements defined for PCI compliance all of which are required for SAQ D.  Again, some of the questions will require in depth technical knowledge and should be completed by, or with the assistance of, an administrator.

REQUIREMENT 1 – Install and maintain a firewall configuration to protect data
[image: image21.png]106

107

1054 Arelogsforexternal-facing technologies writien onto alog
serveronthe interal LAN?

1055 Isfile-integrity monitoring or change-detection software used
onlogs o ensure hat existing log data cannotbe changed
withoutgenerating alerts (although new data being added
should not cause an aler)?

Arelogs forall system components reviewed atleast daily?
Log reviews mustinclude those servers that perform security
functions ike intrusion detection system (IDS) and authentication,
‘authorization, and accounting protocol (AAA) servers for example,
RADIUS).

Note: Log harvesting, parsing, and alerting tools may be used to
‘achieve compliance with Requirement 10.6.

Is auditirail history retained for atleast one year, with a minimum
ofthree months’ history immediately available for analysis (for
‘examples, online, archived, or restorable from backup)?
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[image: image23.png]104 Aealicritical system clocks andtimes synchronized?
105 (a) Areauditirails secured o they cannot be altered?
(b) Do controls ensure the following?

1051 Is viewing of audittrais imitedto those with a job-related
nesd?

1052 Areauditrailfiles protected from unauthorized
‘modifications?

1053 Areauditrailfiles promptly backed up to a centralized log
Serverormediathat s difficultto alter?

oo o
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Question Response:

Is a processin place o link all access o system components
(especially access done with administrative privileges such as root)
toeach individual user?

‘Are automated auditirails implemerted orallsystem components
toreconstruct e following events:

1024 Allindividual user accessesto cardholder data?

1022 Allactions taken by any individual with root or administrative
privileges?

1023 Accessto allaudittrails?
1024 Invalidlogical access attempts?

1025 Useof identiication and authentication mechanisms?
1026 Initalzation ofthe auditiogs?

1027 Greation and deletion of system-level object?

‘Arethe following audittrai entries recordedfor allsystem
‘componentsfor each event

1031 Useridentfication?
1032 Typeofevent?

1033 Dateandtime?

1034 Successorfailureindication?
1035 Ongination o event?

1036 Identityor name of affected data, system component, or
resource?

Yes
o

No
o

Special”

DoEpoOo oo

DoEpoOo oo

(slislf=l=ls]s]

(slislf=l=ls]s]




REQUIREMENT 2 – Do not use vendor-supplied defaults for system passwords and other security parameters
[image: image1.png]21

Question Response:

Are vendor-supplied defaults always changed before installing a
systemon the network?

Examples include passwords, simple network management
protocol (SNMP) community strings, and elimination of
unnecessary accounts.

211 (a) Are defaults™* for wireless environments connected to
the cardholder data environment or transmitting
cardholder data changed before installing a wireless
system?

** Such wireless environment defaults include but are
ot limited to default wireless encryption keys,
passwords, and SNMP community strings.

(b) Are wireless device security settings enabled for strong
encryptiontechnology for authentication and
transmissions?

Special’
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[image: image3.png]22 (a) Have configuration standards been developed for all system
components?

(b) Do these standards address all known security vulnerabilities
and are they consistent with industry-accepted system
hardening standards—for example, SysAdmin Audit Network
Security (SANS), National Institute of Standards Technology
(NIST), and Center for Internet Security (CIS)?

(c) Do controls ensure the following?
221 Is only one primary function implemented per server?

222 Areall unnecessary and insecure services and protocols
disabled (services and protocols not directly needed to
performthe device's specified function)?

223 Aresystemsecurity parameters configuredto prevent
misuse?
224 Hasall unnecessary functionality—such as scripts, drivers,

features, subsystems, file systems, and unnecessary web
servers—been removed?
23 Is all non-console administrative access encrypted?

Use technologies such as SSH, VPN, or SSL/TLS for web-based
'management and other non-console administrative access.
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Question Response:

‘Are appropriate facility entry controls n place o limitand monitor
physical access o systems n the cardholder data environment?

911 (a) Dovideo cameras orother access-control mechanisms
‘monitorindividual physical accessto sensitive areas?
Note: “Sensitive areas"refers to any data center, server
room, or anyarea that houses systems that store cardholder
data. This excludes the areas where only point-of-sale.
terminals are presentsuch as the cashierareasin a retail
store.

(b) Is data collected from video cameras reviewed and
correlated with ofher enties?

(€) Is datafrom video cameras stored orat leastthree
‘months, unless otherwise restricted by law?

942 Is physical accessto publicly accessible network jacks
restricted?

913 I physical accessto wireless access points, gateways, and
‘handheld devices restricted?

Ave proceduresin place o help all personnel easily distinguish
between employees and visitors, especially in areas where
cardholder datas accessible?

Forpurposes of this requirement, an “employee” refers o full-tme
‘andpart-time employees, temporary employees and personnel,
‘and contractors and consuitants who are ‘resident on the entity's
site. & “visitor'is defined as a vendor, guestof an employee,
service personnel, oranyone who needs to enter the facility for &
shortduration, usually notmore than one day.

‘Ave allvisitors handled as follows:

931 Authorized before entering areas where cardnolder datas
processed ormaintained?

Yes

[ [ | [ [
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Ifyou are a shared hosting provider, are your systems configured
to protect each entity’s hosted environment and cardholder data?

See Appendix A: Additional PCI DSS Requirements for Shared
Hosting Providers for specific requirements that must be met.

O




REQUIREMENT 3 - Protect Stored Cardholder Data

[image: image26.png]74
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Question Response:  Yes No Special*

(a) Is accessto system components and cardnolder data limitedto [ 0
onlythose indviduals whose jobs require such access?

(®)Doaccsssiimations ncuds e followng I

741 Restriction of access rights to privileged userIDs to least o o
privileges necessaryto perform job responsibilties?

712 Assignmentof privileges based onindividualpersonnel'siop 0 [
dassification and funcion?

743 Requirementforan authorization form signed by o o
managementthatspecifies required privileges?

744 Implementation of an automated access control system? o o

(a) Is an access controlsystem i place forsystems with mutiple 1 [

users o restrict access based on a user's needto know, and
Isitset o “deny 3l unless specifically allowed?

(b) Doesthis access control system include the following | ]

721 Coverageof allsystem components?

722 Assignmentof priileges o individuals based on job
diassification and unction?

723 Default'deny-all setting?

u] D‘D
0D oo




REQUIREMENT 3 - Protect Stored Cardholder Data

[image: image5.png]Question Response: Yes No Special®
34 Is PAN, at a minimum, rendered unreadable anywhere tisstored 0 0

(incluging data on portable digital media backup media, andin

Iogs,)by using any of the following approaches?

* One-wayhashes based on strong cryptography

* Truncation

* Indextokens and pads (pads mustbe securely stored)

* Strong cryptography with associated key management

processes and procedures

The MINIMUM accountinformation that must be rendered

unreadable isthe PAN.

Itfor some reason, a company s unable to renderthe PAN

unreadable, referto Appendix 8: “Compensating Controls.”

Note: *Strong cryptography”is defined inthe PCI DSS and PA-DSS
Glossary of Terms, Abbreviations, and Acronyms

341 Ifdisk encryption (ratherthan file-or column-level database.
encryption) s used:

(a)1s logical access managed independently of native o o
‘operating system access conirol mechanisms (for
‘example, by notusing local user account databases)?
(b) Are decryption keys independent of user accounts?
35 ‘Are cryptographickeys used for encryption o cardholder data
protected againstboth disclosure and misuse?
351 Isaccessto cryptographickeys restricted to the fewest
number of custodians necessary?

352 Arecyptographickeys stored securely, andinthe fewest
possible locations andforms?

ODD0 B 8@
ODD0 B 8@

36 (a) Are allkey-management processes and procedures for
cryptographickeys used for encryption of cardholder data, fully
‘documented and implemented?

(b) Dothey includethe following?

361 Generation of strong cryptographickeys o o
362 Securecryptographickey distibution o o
363 Securecryptographickey storage o o
364 Periodicchanging of cryptographickeys: o o
+ Asdeemednecessary and recommendedbythe
‘associated applicaion (for example, re-keying),
preferably automatically
* Atleastannually
365  Refirementorreplacementofoldorsuspectedcompromised O O
cryptographickeys

366  Spitknowledge and establishmentof dual control of o o

cryptographickeys




[image: image6.png]Question Response:  Yes

367
368

Prevention of unauthorized substtution of cryptographickeys O

Requirementfor cryptographic-key custodians tosignaform [
statingthat they understand and accepttheir key-custodian
responsibilties

oo
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Question Response:

(2) Doall system components and software have the latest o
vendor-supplied securiy patches installed?

(b) Are criical security patches installed within one month of o
release?

Note: An organization may consider applying @ risk-based

‘approach to prioritize their patch instellations. For example, by

priovitizing critical infrastrusture (for example, public-facing devices

and systems, databases) higher than less-Gritical intemal devices,

toensure high-priority systems and devices are addressed within

‘one month, and addressing less critial devices and systems within

three months.

(a) Isthere a process to identify newly discovered security o
vulnerabilties (for example, subscribe to alert services freely
available on the Intemet)?

(b) Are configuration standards updated as required by PCI DSS [
Requirement 2.2 to address new vulnerabilfy issues?

() Are software applications developed in accordance with PCI o
DSS (for example, secure authentication and logging) and
based on industry best practices, and do they incorporate
information security throughout the software development e
cycle?

(b) Do controls ensure the following?

631 Testing of all secuity patches and system and software [u]
‘configuration changes before deployment, including but not
limited to the following
6311 Validation of allinput to prevent cross-site scripting, o
injection flaws, malicious file execution, etc.)




REQUIREMENT 4 - Encrypt transmission of cardholder data across open, public networks

[image: image28.png]Question Response:

51 s antivirus software deployed on all systems, particularly personal
computers and servers, commonly affected by malicious software?

511 Are all anti.virus programs capable of detecting, removing, and
protecting against all known types of malicious software?

52 Aveall antivirus mechanisms current, actively running, and capable of
generating audit logs?





[image: image29.png]41

42

Question Response

‘Are strong cryptography and security protocols, such as SSLTLS or
IPSEC, used to safeguard sensitive cardholder data during
transmission over open, public networks?

Examples of open, public networks that are in scope of the PCI DSS
are the Internet, wireless technologies, Global System for Mobile
communications (GSM), and General Packet Radio Service (GPRS).
Note: If you have wireless technology implemented in your
environment, please be aware of the following.

« Fornew wireless implementations, it is prohibited to implement
WEP after March 31, 2009.
« For current wireless implementations, it is prohibited to use WEP
after June 30, 2010.
Ave policies, procedures, and practices in place 1o preclude the.

‘sending of unencrypted PANSs by end-user messaging technologies
(for example, e-mai, instant messaging, chat)?

[m]

o




REQUIREMENT 5 – Use and regularly update anti-virus software or programs
[image: image30.png]Protect Cardholder Data

Requirement 3: Protect stored cardholder data

32

33

Question Response:

Do all systems achere to the following requirements regarding storage
of sensitive authentication data after authorization (even If encrypted)?

321

322

323

Do not store the full contents of any track from the magnetic
stripe (located on the back of a card, contained in a chip, or
eisewnere). This data s alternatively called full track, track,
track 1, track 2, and magnetic-stripe data.
In the normal course of business, the following data elements
from the magnetic stripe may need to be retained:

= The cardholder's name,

= Primary account number (PAN),

« Expiration date, and

= Service code

To minimize risk, store only these data elements as needed
for business. NEVER store the card verification code or value
or PIN verification value data elements.

Note: See PCI DSS and PA-DSS Glossary of Terms,
Abbreviations, and Acronyms for adtionl information.

Do not store the card-validation code or value (three-digit or
four-digit number printed on the front or back of a payment
card) used to verify card-not-present transactions.

Note: See PCI DSS and PA-DSS Glossary of Terms,
Abbreviations, and Acronyms for adtionl information.

Do not store the personal identfication number (PIN) or the.
encrypted PIN block.

Is the PAN masked when displayed? The first six and last four digits
are the maximum number of digits to be displayed.)

Notes:

This requirement does not apply to employees and other parties
with a specific need to see the full PAN;

This requirement does not supersede strcter requirements in
place for displays of cardholder data—for example, for point-of-
sale (POS) recsipts.

=

o

o




[image: image31.png]“ “Not Applicable” (N/A) or “Compensating Control Used.” Organizations using this section must complete
the Compensating Control Worksheet or Explanation of Non-Applicability Worksheet, as appropriate, in
the Appendix.




REQUIREMENT 6 – Develop and maintain secure systems and                  applications

[image: image32.png]Question Response: Yes No Special*

13 Does the firewall configuration prohibit direct public access
between the Internet and any system component in the cardholder
data environment?

131 Is 2 DMZ implemented to limitinbound and outbound traffic [ [
to only protocols that are necessary for the cardholder
environment?

132 Is inbound Internet traffic limitedto IP addresses withinthe [ [
DMZ?

133 Aredirectroutes prohibited for inbound or outbound traffic [ [
between the Internet and the cardholder data environment?

134 Areinternal addresses prohibited from passing from the o o
Internet into the DMZ?

135 Is outbound traffic restricted from the cardholder data o o
environment to the Internet such that outbound traffic can
only access IP addresses within the DMZ?

136 I stateful inspection, also known as dynamic packet o o

filtering, implemented (that is, only established connections
are allowed into the network)?

137 Is the database placed in an internal network zone, o o
segregated fromthe DMZ?

138 Has IP-masquerading been implemented to preventinternal [ [
addresses from being translated and revealed on the
Internet, using RFC 1918 address space?

Use Network address translation (NAT) technologies—for
example, port address translation (PAT).

14 Has personal firewall software been installedon any mobile andior [ [
employee-owned computers with direct connectivity tothe Internet
(for example, laptops used by employees), which are used to
access the organization’s network?
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Question Response:

6312
6313
6314
6315

632

633

634

635

636

637

Validation of proper error handling
Validation of secure cryptographic storage
Validation of secure communications
Validation of proper role-based access control (RBAC)
Separate developmentitest and production environments?

‘Separation of duties between development/test and
‘production environments?

Production data (iive PANS) are not used fortesting or
development?

Removal of test data and accounts before production
systems become active?

Removal of custom application accounts, user IDs, and
‘passwords before applications become active or are
released to customers?

Review of custom code priorto release to production or
‘customers in order to identify any potential coding
vulnerability?

Note: This requirement for code reviews applies to all custom
‘Gode (both intemal and public-facing), as part of the system
development life cycle required by PCI DSS Requirement

6.3 Code reviews can be conducted by knowledgeable
intemal personnel. Web applications are also subject to
addtional cortrols, i they are public-facing, to address
‘ongoing threats and vulnerabillties after implementetion, as
defined at PCI DSS Requirement 6.6.

() Are change control procedures followed for all changes to
system components?

(b) Do procedures ensure the following?

641
642
643
644

Documentation of impact?
Management sign-off by appropriate parties?
Testing of operational functionality?
Back-out procedures?

00 o ooopoaf

o

o

oooo
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o
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Question

() Are all web applications (intemal and extemal, and including

web administrative access to application) developed based on
secure coding guidelines such as the Open Web Application
Secunty Project Guide?

(b) s prevention of common coding vulnerabilties covered in

software development processes, including the following?

Note: The vulnerabillties listed at 6.5.1 through 6.5.10 were current
inthe OWASP guide when PCI DSS v1.2 was published However,

ifand when the OWASP guide is updated, the current version must

be used for these requirements.

651
652

653
654
655
656
657
658
659
65.10

Cross-side scripting (XSS)?

Injection flaws, particularty SQL injection?

Also consider LDAP and Xpath injection flaws as well as
other injestion flaws.

Malicious file execution?
Insecure direct object references?

Cross-site request forgery (CSRF)?

Information leakage and improper error handling?
Broken authentication and session management?
Insecure cryptographic storage?

Insecure communications?

Failure to restrict URL access?

For public-facing web applications, are new threats and
vulnerabilties addressed on an ongoing basis, and are these
applications protected against known attacks by applying either of
the following methods?

= Reviewing public-facing web applications viamanual or
‘automated application vulnerabilty security assessment tools
ormethods. at least annually and after any changes: or

= Installing a web-application layer firewall in front of public-
facing web applications

oo

Ooooooooo

oo
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Question Response:  Yes
Do established firewall and router configuration standards include
the following?

111 Aformal process for approving and testing all external network 1]

112

113

114

115

116

connections and changes to the firewall and router
configurations?

Current network diagrams with all connections to cardholder o
data, including any wireless networks?

Requirements for a firewall at each Internet connection and O
between any demilitarized zone (DMZ) and the internal
network zone?

Description of groups, roles, and responsibilities for logical o
management of network components?

Documentation and business justification for use of all
services, protocols, and ports allowed, including
documentation of security features implemented for those
protocols consideredto be insecure?

Requirement to review firewall and router rule sets at least O
every six months)?

Does the firewall configuration restrict connections between
untrusted networks and any systemin the cardholder data
environment as follows:

Note: An “untrusted network” is any network that is external to the
networks belonging to the entity under review, and/or which is out
of the entity's ability to control or manage.

121

122
123

Restrictinbound and outbound traffic tothat which is
necessary for the cardholder data environment?

Secureand synchronize router configuration files?

oo

Include installation of perimeter firewalls between any wireless
networks and the cardholder data environment, and configure
thesefirewalls to deny or control (if such traffic is necessary
for business purposes) any traffic from the wireless
environmentinto the cardholder data environment?

oo

Special®




REQUIREMENT 7 - Restrict access to cardholder data by business need-to-know
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REQUIREMENT 8 – Assign a unique ID to each person with computer access

[image: image9.png]81

82

Question Response:

Areallusers assigned a unigue ID before allowing them o access
system components or cardholder data?

Inaddiion to assigning aunique ID, is one of more of the following
methods employedto authenticate allusers?

* Passwordorpassphrase.

Two-factor authentication (for example,token devices, smart
‘cards, biometrics, o public keys)

Yes
o

o

o oE
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84

85

851

852
853

854
855

Is two-factor authentication incorporated for remote access o o
(networilevel access originating from outside the network)tothe
network by employees, administrators, andthird parties?

Use technologies such as remote authentication and dial-in service

(RADIUS) or terminal access controller access control system

(TACACS) with tokens; or VPN (based on SSL/TLS or IPSEC) with

individual certicates.

Areallpasswords rendered unreadable during ransmissonand 0 [
storage on all system components using strong cryptography

(gefinedin PCIDSSand PA-DSS Glossary of Terms,

Abbreviations, and Acronyms)?

‘Ave proper user authentication and password management
‘controls in place fornon-consumer users and administrators on all
system components, as follows?

‘Are addition, deletion, and modification of user IDs. o o
credentials, and otheridentiier objects controlled?

Is useridentity verifiedbefore performing passwordresets? O O
Avefirstlime passwords setto a uniquevalueforeachuser O O
‘and musteach user change their password immediately after
thefirstuse?

Is access for any terminated users immediately revoked? o o
Are nactive user accounts removed or isabled atleast o o

every90days?
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857

858

859
8510

8511

8512

8513

‘Are accounts used by vendors for remote mainenance
enabled only during the time period needed?

‘Are password procedures and policies communicatedto al
users who have access to cardnolder data?

‘Are group, shared, or generic accounts and passwords
prohibited?

Mustuser passwords be changed atleast every 90 days?

Is aminimumpassword length of atleast seven characters
required?

"Mustpasswords contain both numeric and aiphabetic
characters?

Mustan individual submita new password thatis different
from any of he last four passwords he or she has used?

Are repeated access attempts limited by locking outthe user
IDafter no morethan six atiempts?

0D B B B0 O 0 O

0D B B B0 O 0 O




[image: image13.png]85.14  Isthe lockoutduration setto a minimum of 30 minutes or =
until administrator enables the user ID?

8515 Ifasessionhasbeenidieformorethan 15 minutes, mustthe O O
userre-enterthe password tore-activate the terminal?

8516 Isallaccessto any database containing cardnolder data o o
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REQUIREMENT 9 - Restrict physical access to cardholder data
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REQUIREMENT 10 – Regularly monitor and test networks



REQUIREMENT 11 – Regularly test security systems and processes




REQUIREMENT 12 - Maintain an Information Security Policy for Employees and Contractors
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Summary

We hope this guide has helped you in completing your SAQ.  If you find you need further assistance, please contact your ISO or payment processor for guidance.
Information Security Policy Template 




PCI COMPLIANCE GUIDE FOR MERCHANTS





PCI SAQ D








Requirement 1 Answers:


1.1	Rules sets should be established for firewall and router configurations.  This will ensure proper management of these tools.  After reviewing each of the sub points and confirming compliance, you may answer YES.


1.2 – 1.3


You must create and maintain a firewall between your cardholder data and party(s) other than those who have explicit permission.  A firewall is software that you configure to determine who is allowed entry to your network. For example, you may have the need to connect to a third party network system for credit card processing, or a POS system on your network which connects the POS device to the network.  These would be examples of process that would be allowed, via a firewall configuration, on to your network.  Any others not explicitly allowed should be prohibited.  If your firewall conforms to these requirements, please answer YES.


1.4	All devices allowing network access should have firewall software installed and maintained.  Once confirmed, please answer YES.








Requirement 2 Answers:





	2.1 – 2.1.1





All vendor supplied login/password defaults should be changed before installations are done.  These defaults are common knowledge in the cyber world and therefore are not providing protection for your systems.  Also, any wireless accesses should use encryption technology.


	2.2		 


Configuration Standards need to be in place that follows industry standards and controls put in place to keep servers streamlined and secure. 


	2.3


Providing remote access for those with administrator rights must use encryption technology.  For example, an administrator may need to use a browser to manage a wireless router.  Encrypting ensures strict control over administrator login/password to your systems in order to prevent any would-be internet thieves from gaining administrative level access.





2.4	This question only applies to shared hosting providers.  If you hold data and run programs for external entities you must adhere to additional requirements as follows:


	There should be processes in place to restrict access/processing to the specific entity cardholder data environment, all access should be logged/monitored and systems should be enabled to provide for timely forensic investigation in the event of a compromise. 





Please answer YES for these questions if you comply.





Requirement 3 Answers:


	3.1 – 3.2.3


If you do not store the full track, the PIN or the verification code and if you follow all of the points as indicated, you can answer YES to all of these questions.  





3.3


Anywhere that the PAN is displayed, it should be masked.  The only time this does not apply is in the case where there is a specific business need to view the entire account number.  If you adhere to these points, please answer YES.


	3.4 – 3.6.8 


All of these questions relate to the encryption controls and/or readability surrounding storage of the actual credit card account number.  After reviewing each point to ensure you follow these guidelines, please answer “YES” to all points.				





Requirement 4 Answer:


4.1	All transmissions of cardholder data is required to be encrypted and the proper wireless security protocol should be in place.  If you are following the protocols you may answer YES.	


4.2	


Does your organization have a policy, procedure and practice in place that prohibits the sending of unencrypted PANs via e-mail, instant messaging or chat?  If so, answer YES to this question.


If you don’t have this security policy, there is a policy template at the end of this guide that you can customize to your organization.  Once you have customized and implemented the policy you can then answer YES.  


Note:  A critical step in implementing a security policy is to circulate it to all members of the organization: owners, managers, employees (current and future), etc.  A best practice would be to have everyone sign a copy acknowledging they have read and understand the policy.  These copies should be kept on file.








Requirement 5 Answer:


	    5.1 – 5.2


	This requirement is to ensure that you are using anti-virus software on all systems, that it is kept up to date, and monitored.  If you follow this procedure, please answer YES.











Requirement 6 Answer:


           6.1 – 6.3.1.5


	A “patch” is a piece of software that is developed to correct and/or enhance a particular software application.  Vendors supply security patches for their software on a regular basis in order to protect the software from security vulnerabilities.  If you keep your software up to date with Vendor supplied patches in a timely manner, develop and maintain all software applications in a secure manner and according to industry best practices, regularly test, validate and monitor, please answer YES.


	6.3.2 - 6.4.4


	These questions apply to your handling of software environment between development, test and production.  All should be separate as far as duties, access login id’s and accounts.  Change control procedures should be in place to manage each environments documentation, sign-off, testing and back-out procedures.	  Please answer “YES” to these questions once confirmed.


	6.5 – 6.6


	Web applications should be secure and all vulnerabilities prevented.  Please answer “YES” after reviewing and adhering to these points.








Requirement 7 Answers:


	


		7.1 – 7.2.3





	These requirements are to ensure that the individual accesses are strictly controlled and documented.   Access to cardholder data should be on a “need to know” basis.  For example, you would not want an office clerk to have access to your accounting data, etc... If you have these controls in place, please answer “YES”.








Requirement 8 Answer:





		8.1 - 8.5.16





The bottom line for these requirements are to ensure that user access is controlled, documented and policies distributed to all who have such access.  Password policies need to be enforced, monitored and maintained, and two factor authentication a requirement.  This ensures that your system is protected from unauthorized use by internal as well as external accesses and keeps your system access streamlined.  If your processes follow these requirements, please answer YES.





Requirement 9 Answers:


9.1 – 9.10.2


All of these questions are relating to the physical handling of cardholder data itself and the physical access to the cardholder data.  If you have procedures in place to protect the information as outlined in the questions, please answer YES to all.


If not, please use the template provided below to develop a policy for your organization.  Once you have customized and implemented the policy you can then answer YES.  


Cardholder data should not be distributed, should be securely stored and clearly marked as confidential, and should be destroyed in such a manner as to make reconstruction impossible once the business need has been met.








Requirement 10 Answers:


	10.1 – 10.7


These requirements are in place to ensure the proper logging is in place to track user activity surrounding cardholder data.  That audit trails are maintained and reviewed and available for at least a year.  If you follow this practices as outlined above, please answer “YES”.





Requirement 11 Answer:


   11.1 – 11.5


These requirements ensure that your wireless systems and all other network systems are tested and scanned on a regular schedule or as major changes to your infrastructure occur.  Intrusion detection and critical file monitoring should be monitored and documented.  If you follow the procedures as outlined above, please answer YES.





Requirement 12 Answers:


12.1 – 12.9.6


	These questions determine whether your organization has a security policy that covers all the points outlined.  Following these procedures shows that you, as an organization, are concerned with the safety of your customer’s information, that you make protecting cardholder data a priority and keep your procedures current.  If you have such a policy in place, answer YES. 


	 If not, please use the template provided below to develop a policy for your organization.  Once you have customized and implemented the policy you can then answer YES.  
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[Merchant Name/Logo]


[Merchant Name] Information Security Policy


Overview


This policy is intended to help [Merchant Name] understand the importance of security and protecting cardholder data. 


Purpose


To establish the [Merchant Name]’s policy for the secure handling and transmission of sensitive card holder data including but not limited to magnetic strip data, PAN, expiration date, and service code.


Scope


This policy applies to all employees and systems of [Merchant name]


Technology Usage Policy


Attaching unauthorized equipment to the company network can expose the company to unknown risk and can have adverse affects on the environment in general.


1.0
No unauthorized equipment can be brought into or set up in [Merchant Name] facility. This includes, but is not limited to modems, computers, or wireless devices.


2.0
Wireless devices must be set up securely.




2.1
Do not use vendor default user accounts or passwords




2.2
Disable SSID broadcasts




2.3
Use the highest available encryption for the device


Incident Response Policy


It is generally agreed that it is not possible guarantee the complete protection of data.  There is always the possibility of a breach.  Therefore, when there are successful or unsuccessful attempts to breakthrough security barriers, the company must be able to respond in a timely and effective way.


1.0
Create and maintain procedures for identifying and responding to security incidents.




1.1
All employees are to receive the incident response documents.


1.2
The incident response procedures are to be reviewed by all employees and updated annually.


Roles and Responsibilities


It is very important that security is in the forefront of every ones minds when dealing with confidential data.  All employees should be aware of the security risks that the company faces.  To help insure this, there should be at least one individual responsible for security in the organization.


1.0
One or more [Merchant Name] employees will be designated with security responsibilities.


Cardholder Data Policy



The importance of protecting cardholder data is paramount. Allowing data theft or destruction, inadvertently sharing confidential information, infecting system networks with viruses, misuse of company resources, allowing the theft of company property, and allowing the compromise of private or confidential company or client information are all very real examples of what might result from a security compromise. 


1.0
Only [Merchant name] employees with a business justification will have access to cardholder data.


2.0
All transmission of cardholder data over public lines must be encrypted.



2.1
All email transmissions containing PAN’s must be encrypted.


3.0
Never store any of the following data types:


· Card verification codes or values 


· Any track from the magnetic stripe


· Personal identification number (PIN)


· Encrypted PIN block


4.0
The PAN is to be masked, except where expressly allowed to be in full view.


5.0
All hardcopy and electronic cardholder data is to be identified and physically secured to ensure strict control over its accessibility.


5.1 Merchant – input how you secure these data type


· Computers(example, computers must stored be stored in a secure location)


· Electronic media(example,  CD’s are locked up when not in use)


· Networking and communications hardware(example, hardware is to be stored in a secure location)


· Telecommunication lines(example, RJ11 is located in a secure room)


· Paper receipts, reports, and faxes(example, receipts are stored in a locked drawer while not in use)


6.0
Distribution of media containing cardholder data either internally or externally must be strictly controlled.


6.1
Create and maintain procedures that ensure management approval is obtained prior to moving data from a secure location.


6.2
Data being transferred to external sources must be encrypted for electronic distribution. When the data is being transferred on physical media, for example a CD-ROM, it must be encrypted and a secure courier service must be used.


6.3
Any service provider that [Merchant Name] shares cardholder data with must adhere to the PCI DSS requirements, and acknowledge that they, the service provider, are responsible for the security of the cardholder data that they, the service provider,  possess. 


7.0
Cardholder data should not be retained any longer than is needed for justified business purposes or legal reasons.  Once the data is no longer needed it should be securely destroyed.  


7.1 
Hard copy materials should be cross-cut shredded, incinerated, or pulped.


7.2
Electronic materials should be securely deleted


Security Awareness


Security awareness, including training and education to promote such, denotes a level of employee understanding and behavior on issues regarding security.  These issues include, but are not limited to, physical access, online behavior, password use, access procedures, data protection, and systems use or misuse which might impact the security of information, information systems, personnel, and physical assets.


1.0
All employees should be made aware of the importance of protecting cardholder data through a formal security awareness program.


Policy Review


The security field is a very dynamic one.  There are ever changing threats to our systems that can jeopardize our most sensitive data.  Because of this we must insure that we stay current with technology and stay aware of new threats.  


1.0
All [Merchant Name] employees must receive a copy of the security policy and acknowledge that they have reviewed it.

2.0
This policy is to be reviewed and updated annually to account for any changes in the [Merchant Name] environment and any changes in the PCI DSS requirements.



